A primer

NET NEUTRALITY



Network Neutrality

A The promise of the Internet
A Means networks should be dumb

A Because for once, dumb is good:

I Dumb networks are necessary for open and free
communication

I Key to innovation
I The promise of the Internet
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A Telecom providers feel left out of the Internet
economy:-(
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A Internet Service Providers want to ration
bandwidth by application

A Create tiered access
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Thelr needs

Service Provider Needs

Have an accurate view of content and applications and
who is using them

Improve the performance of applications with positive
influence on revenues (e.g. churn reduction)

Reduce the performance of applications with negative
influence on revenues (e.g. competitive VolP services)

Manage ever-increasing volumes and types of traffic
on the network

Source: Allot Communications, http://www.sysob.com/download/AllotServiceGateway.pdf

Allot created a tool that “enables service providers to project potential revenues and profits from setting
up a tiered service infrastructure.”*? Even more blatantly, one of the “Service Provider Needs” listed by

the company is to “reduce the performance of applications with negative influence on revenues (e.g.
competitive VoIP services).”*



. If You Can See It
You Can Monetize It

Evolved DPI - See what’s flowing through your network'
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How?

A Traffic shaping

A Deep Packet Inspection

I Telecom provider buys speci
0]0)¢

I Special box peeks into your
Internet connections

I Tries to identify applications
and services using known
patterns

I Even encrypted protocols
have identifiable patterns..







MESSAGING

T ———
VUILCE DVER IF

SECURITY PROTOCOLS




Meanwhi | e é
























S¥31N3y













JUNE 2009, TEHRAN

tHiranelection



Censorship in lran

A Between 5 and 10 million websites, according to
government statements

Dissident and reformist political content

I Secular viewpoints
I . | Qf&ith, Kurdish movements

I
|
|
I Sins: Pornography, drug, alcohol, gambling
|
|
|
|

Foreign media sites

I Tools for circumventing filters
I 9% of all Far®logs
I Myspace Orkut, Flickr Bebg Metacafg Photobucket

Del.ic.10.us



And during the 2009 election..

facebook. -

(1] Tube




lran Facts

A 23 million Internet users in Iran (28 million in
Canada)

A 35% of the Iranian population
A 60,000activeFarsiblogs

A 1/3 of the Iranian population is between 15
and 29 years old



Circumventing Censorship

A SSL encrypted proxy servers
A Freegate

A Tor

A OpenVPNunnels

A SSH tunnels



They blocked Yahoo messenger's port.

@chendo Iran started blocking SSL
traffic 24-hours ago

AVAL O INU 0011 11U OO0 L. LLICY Ve L1l cu dll the
~ secure ports! WTF really?! #iranelection

New”
NEV RT @ghazal2o033 BREAKING: All SSL

80/¢ connections in IRAN are filtered by
b, protocol!!! HTTPS, SSH, etc don't work!

; #IranElection #GR88

Iran: Protest rallies still active on streets



