
NET NEUTRALITY

A primer



Network Neutrality

ÅThe promise of the Internet

ÅMeans networks should be dumb

ÅBecause for once, dumb is good:

ïDumb networks are necessary for open and free 
communication

ïKey to innovation

ïThe promise of the Internet



²Ƙƻ ǿƻǳƭŘƴΩǘ ǿŀƴǘ ǘƘƛǎΚ

ÅTelecom providers feel left out of the Internet 
economy :-(

ï5ŜŀǊ DƻƻƎƭŜΥ ²ŜΩǊŜ ǘƘŜ ǊŜŀǎƻƴ ȅƻǳΩǊŜ ǎǳŎŎŜǎǎŦǳƭΦ 
{ƘƻǳƭŘƴΩǘ ȅƻǳ Ǉŀȅ ǳǎ ŦƻǊ ŀƭƭ ǘƘŜ ǘǊŀŦŦƛŎ ǿŜ ōǊƛƴƎ ȅƻǳΚ

ÅInternet Service Providers want to ration 
bandwidth by application

ÅCreate tiered access

ïάǾŀƭǳŜ-ŀŘŘέ ŦƻǊ ǘƘŜ ŎƻƴǎǳƳŜǊ 

ïBitTorrentand MMORPGs? $$$



Their needs





The Internets: Not a truck



How?

ÅTraffic shaping
ÅDeep Packet Inspection
ïTelecom provider buys special 

box
ïSpecial box peeks into your 

internet connections
ïTries to identify applications 

and services using known 
patterns
ïEven encrypted protocols 

have identifiable patterns..
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#iranelection

JUNE 2009, TEHRAN



Censorship in Iran

ÅBetween 5 and 10 million websites, according to 
government statements
ïDissident and reformist political content
ïSecular viewpoints
ï.ŀΩƘŀƛfaith, Kurdish movements
ïSins: Pornography, drug, alcohol, gambling
ïForeign media sites
ïTools for circumventing filters
ï9% of all Farsi blogs
ïMyspace, Orkut, Flickr, Bebo, Metacafe, Photobucket, 

Del.ic.io.us



And during the 2009 election..



Iran Facts

Å23 million Internet users in Iran (28 million in 
Canada)

Å35% of the Iranian population

Å60,000 active Farsi blogs

Å1/3 of the Iranian population is between 15 
and 29 years old



Circumventing Censorship

ÅSSL encrypted proxy servers

ÅFreegate

ÅTor

ÅOpenVPNtunnels

ÅSSH tunnels




